TRANSPETRO (Petrobras Transporte S.A.) undertakes oil, products, ethanol, biofuels, and natural gas pipeline transportation and storage activities. It is in charge of more than 14,000 kilometers of pipelines -among oil and gas pipelines -which interconnect all Brazilian regions and supply the country's most remote points. Currently, TRANSPETRO, through its National Operational Control Center (CNCO), undertakes the operations and monitoring of more than 91% of liquid transportation pipelines and distribution lines and 100% of natural gas pipelines for the Brazilian state company, PETROBRAS, and private companies. The centralization of TRANSPETRO's pipelines and terminals operations, started by 2002 with the creation of its Control Center, which uses SCADA technology, changed substantially the way the company operates its pipelines. This decision required a very large cultural change and breaking of paradigms. In addition to requirements for better operational reliability, which involves SCADA Technology and its supporting infrastructure (Electric, Air-conditioning, Fire Detection and Extinguishing, etc), it were also introduced reliability requirements in processes management of the operation and human reliability. In this context, the CNCO is part of the triad of Reliability, covering the segments of the operational, technological and human process. Considering this context, the present work will describe the Program for Business Continuity Management (BCM), which is now being implemented in TRANSPETRO. Methodology and guidelines established for Managing Business Continuity and Incident Response (Crisis Management), focusing on CNCO, using as a 'benchmark' the BSI 2231-3 [1].
Introduction

Objective of this work
Specify requirements for planning, establishing, implementing, operating, monitoring, reviewing, maintaining and continuous improvement of a BCMS -Business Continuity Management System -documented within the risk management context, focusing on TRANSPETRO´s National Operational Control Center (CNCO), developing its resilience, in other words, 'The ability of recognizing and being capable of handling unexpected events, that impose the review of whatever has been conceived and established in terms of values and demands in terms of all management processes, strategies and policies that have been in use.' (Woods, 2005[2] ; Hollnagel, 2004) 
The Scada Technology
The CNCO uses its Supervisory Control and Data Acquisition System (SCADA) to control and monitor the pipeline operations of the company. This system controls the huge majority of terminals, pumping and compressors stations and pipelines (oil and natural gas) operated by the company. They are tasks of CNCO: start and stop pumps and compressors, open and close valves, control over output and input volumes in the several operational areas, and keep the operational variables within of expected process limits. Figure 2 shows the architecture of CNCO SCADA system. 
Definition of BCM system
'Holistic management process that identifies potential threats to the organization and the impacts to business operations, that those threats, if realized, might cause, and which provides a framework for building organizational resilience with the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and value creating activities' (BS 25999-2006) [4] 
Incident Response Plan Overview
This incident management plan establishes the recommended organization, actions, and procedures needed to:
Recognize and respond to an incident; Assess the situation quickly and effectively; Notify the appropriate individuals and organizations about the incident; Organize the CNCO's response activities, including activating a command center; Escalate the company's response efforts based on the severity of the incident; and Support the business recovery efforts being made in the aftermath of the incident.
Stages of implementation
Reference Requirements: ( ABNT NBR-15999) [5] . Document elaborated: Methodology and guidelines for the implementation of BCM -Reference: BCM Workbook -Business Continuity Management and Risk Management and Crisis [9] Document Elaborated: Manual for Business Continuity Managing and Response Incident, with the following structure: 
Stoner
SCADA Oil Pipeline
Oil Workstations
GAS -B
Oil -A
GAS -A Oil -B
SERVERs -FEP1 e 2 CMX1 e CMX2 / XIS1 e XIS2
TRANSPETRO
CNCO -Backup -CAMPOS ELISEOS D. De Caxias -Rj
GAS -B
Oil -A Other Threats
GAS -A
Other Threats
Other Threats
Other Threats (restricted use of information)
-Blackout National Electric System (Dealers)
Possible B4 
Management Committee of Business Continuity
-Critical fault or total loss of the UPS (Headquarters or Backup) (A1 or A2)
A1 -Disruption of Centralized Operation (CNCO Headquarters) or A2 -Disruption of Centralized Operation
(CNCO Backup)
-Critical fault or total loss of Electric Panel (Headquarters or Backup) (A1 or A2)
A1 -Disruption of Centralized Operation (CNCO Headquarters) or A2 -Disruption of Centralized Operation
-Critical fault or total loss of Electric Power Generators (Headquarters or Backup) (A1 or A2)
A1 -Disruption of Centralized Operation (CNCO Headquarters) or A2 -Disruption of Centralized Operation (CNCO Backup)
Form 1 -Objectives and Strategies for Treatment or Disaster Recovery Scenario x Process -Asset: Supporting Utilities a -systematically Audit maintenance management of the electrical system and infrastructure , in CNCO Headquarters and
Backup: apply periodically Predictive Power Quality and Thermography and carrying out performing systematic tests, through generated graphics, the parameters aquisitados by technology; Provide resources in the annual investment plan. 
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.2.1 -LIST OF TASKS OF DAMAGE ASSESSMENT TEAM AND INCIDENT MANAGEMENT -EADGI
Gather information about the incident from first-hand contact; with rescuers or duty personnel (fire brigade, maintenance, SMS, etc.), and other employees. Relays information to the Incident Management Team (EGI). (use Form 5) Through the SMS representative, guide security actions to guarantee the physical integrity of the staff and other personnel involved in the event, as appropriate. Make an initial assessment of the incident´s likely impact on the local operations activities, as defined in the BIA and Annex X.
Establish and maintain communication with the Crisis Operations Center (COC), led by EGI.
Provide conclusive data to the disaster declaration process (Forms 4 and 5). Provide report on the activities, post-event, following the model to be defined in Incident Recovery Planning process. (Use Forms 1, 4 and 5)
Business Continuity Management System (BCMS)
Assure the effectiveness of the implementation and maintenance of the CNCO BCM program, a system to assess the management of BCM program. The Benchmark British Standards Institute's Good Practice Guide to Business Continuity Management (PAS 56) [6] and BS ISO 22313 [1] will be used as a baseline to assess the program. The Business Continuity Institute PAS 56 Audit Workbook enables organizations to undertake a self assessment benchmark against the British Standards Institute's Good Practice Guide to Business Continuity Management (PAS 56). The workbook consists of a menu of questions (benchmark comparators) and a good practice compliance aggregation dashboard. The benchmark comparators (both Process and Performance) are founded upon the BCI BCM Good Practice Guidelines Evaluation Criteria. The workbook consists of six scorecards (in addition to the introduction and user guidelines and instructions) that reflect the BCM lifecycle. The questions and good practice compliance dashboard contained within each stage of the lifecycle enable the assessor to establish if an organization is using BCM good practice.
The workbook provides both a Good Practice Guidelines Process benchmark and a Performance benchmark within each of the six scorecards. All questions within the workbook must be answered and achieve the 'green' percentage level of compliance to achieve the BCI PAS 56 BCM Good Practice (Process and Performance) Audit Benchmark. The workbook will quickly establish the maturity of an organization's BCM competence and capability. The BCM maturity of an organization has a direct bearing on the ability to complete a part or the whole of the workbook.
The workbook also provides a mechanism and process to monitor, track and progress Business Continuity and Crisis Management issues and actions identified by the assessment process.
The workbook has six (6) objectives: 
Requirements identified by BCM Application in CNCO
The development of the CNCO BCM program identified the following improvements that were already concluded or are in a development process.
Applying a heuristic model for the evaluation of CNCO infrastructure maintenance management to attend the needs of centralized operation using the SCADA technology.
Consolidation of the use of the concept of "Autonomic Management" and the development of SAG tool for monitoring "On Line", the infrastructure of SCADA and Telecommunication System.
For the operation, to better assess the operational and procedural reliability, a benchmark study was made in 2014 to assess workload (references: Pipeline American Companies). It was identified the need to review some executive processes (Ex. Pass Shift). It has been suggested to use references from NASA methodology / TLX (Task Load Index) and PHMSA regulatory body (Pipeline and Hazardous Materials Safety Administration) to mitigate fatigue in Control Centers. It was also suggested to improve the alarm management program and to conduct a study of human reliability.
Identification of priorities for risk analysis of telecommunication processes (Customer Flow development for Telecom services and formalization of Service Level Agreement -SLA).
Develop improvement as protection against unauthorized access (hacking) and viruses (in progress). Perform critical analysis systematically to improve the transfer process of "hot" operation between CNCO headquarters in the center of Rio de Janeiro and CNCO Backup in Campos Eliseos.
Effort to improve the management process of the SCADA System Maintenance: Heuristic model application for evaluation of this management (see figure 7 below).
Maintenance Management Process of CNCO Scada System and Infrastructure.
A Maturity Model to assess the Maintenance and Administration Management Process of SCADA Technology and physical and auxiliary infrastructure that makes up the CNCO [8] has been implemented.
The figure 7 shows the graphic and the metrics of each part of the Scada System and its infrastructure:
Benchmark -BS ISO 2231-3 -Business Continuity Management Systems -Guidance
Estage One -BCM PROGRAMME MANAGEMENT. Figure 7 . The results of support infrastructure of CNCO SCADA system evaluation.
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Conclusion
Through the BCMS, the organizational structure of CNCO can recognize what needs to be done before an incident occurs, and if it occurs, systematize how to treat and manage the incident, in order to protect people, business, technology, information, its supply chain, stakeholders and the company reputation. From this recognition, the organizational structure of CNCO may have a realistic view of the responses that could be implemented in the event of interruptions of its MCAs, with the BCM program the organization can be confident that will manage any of the consequences, within the scenarios raised without unnecessary delays in the delivery of its products and services.
